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DDoS Intro

® A Denial of Service (DoS) attack is a deliberate attempt to limit
or thwart access to resources of a particular network, or one or
more endpoints

m BOTs and ZOMBIEs
m BOTNET

" DoS attacks come in many variations and are continually
evolving to outwit detection and mitigation devices

= Distributed denial of service (DDo0S) attacks take the denial of
service attack one step further. A DDoS attack is one in which
a multitude of compromised systems attack a single target
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Business Problem

DDoS is a business problem that will
prevent customers, partners, and suppliers
from doing business with companies online.

The risk of these attacks taking companies
offline is extremely high with victims that
include major corporations like Amazon,
Microsoft, Yahoo, CNN and eBay.
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ISP Problem

DDoS Attacks Tops ISPs List of Security Threats

Results of Arbor Networks' Worldwide ISP Security Report
indicate that 90 percent of ISPs find that "brute force"
distributed denial-of-service (DDoS) attacks from bot networks
are their single biggest hassle.

Just 29 percent of the ISPs have automated services to counter
and trace DDoS attacks; furthermore, most ISPs have become
aware of DDoS attacks only when alerted by customers.
Results were based on responses from 36 large ISPs in the
US, Europe and Asia.

Techworld.com (10/13/06)
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Victim Costs

= The estimated hard hourly costs of being down varies by
industry, but is growing significantly across the board:

Retail Brokerage

56.45 Million per hour

Credit card sales authorization

526 Million per hour

Infomercial/s00 number sales

5200,000 per hour

Catalogue sales center

550,000 per hour.

FBI, CSI

= Other costs are more difficult to quantify, but could extremely
significantly and include:

Company Reputation

Transaction / Operational disruption

Compliance / Regulatory Costs
Legal Costs
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DDoS Attacks are Growing in Frequency

" 6,110 attacks per day' in 2006 vs. 927 in 2005
= Easy to deploy

= Motivated / Perpetuated by:

Extortion

Disgruntled employees

Industrial saboteurs / Competitors
Cyber terrorists,

Religious zealots

In early October, Islamic hackers tried to make good on their threat to take down a Vatican web
site and tried a DDOS (Distributed Denial of Service) attack. (StrategyPage 10/24/06)

'\Symantec Corporation
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DDoS Attacks Are Increasing in Size

® SANS Institute predicts that

2006 y advancements in P2P
(Actual) networking, greater
10+ / bandwidth availability, and
Gbps jf the convergence of wireless

and WebTV technologies
will further fuel the
magnitude and frequency of
DDoS attacks.

Historically, DDoS attacks
were launched from a
platform of 5-10 zombie
systems. Today we see
armies of 25,000 zombies.
100,000 zombies may soon
become common.

7 PROLEXIC
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...As well as In Sophistication

= Attackers can now:
= Launch a combination of different types of attacks

= Attack several network layers simultaneously
SYN, SYN-ACK, and ACK Flooding
UDP Flooding
ICMP Flooding
HTTP GET
DNS, DNA Amplification

Next generation

= Use DDoS attacks to support Phishing scams
= More effectively hide their sources
= Leverage difficult-to-stop, worm-based tactics

= Emulate true traffic flow
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The DDoS Problem

- Headlines

DDoS, Slammer Top Six-
Month Internet Threats
September 25, 2006

Hackers building 'botnet’ with AOL
instant messaging worm
September 20, 2006

Some Sobering Security Stats

»

»
»

“...anti-virus firm Kaspersky Lab
reported that distributed denial of
service (DDoS) attacks were the most
common form of Internet attack...”

“...Hackers using computer worms
sneakily implanted via America Online
(AOL) instant messages were building a
potentially evil botnet”

“According to Symantec's stats, the first
six months of 2006 brought an average
of 6,110 distributed denial-of-service
attacks (DDoS) each day “

Compare to:

Online Crime Rises Dramatically
September 20, 2005

»

“According to Symantec, denial-of-
service attacks during the first half of
2005 spiked from an average of 119 a
day to 927"
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Other Headlines

VeriSign warns of growing threat of

big denial-of-service attacks
Computerworld, 03/16/06

SECURITY EXPERTS WARN OF

DEVASTATING WEB ATTACK

FOX NEWS
Thursday, March 16, 2006

Bogus-Message Attack Shows
Web Vulnerability

(@) THE WALL STREET JOURNAL

10

“This could be the Katrina of Internet
storms”

“A powerful new twist on the most
common kind of Internet attack could
overwhelm even the most popular
and well-fortified Web sites”

“This is like preparing for a
conventional war and finding out that
the enemy has nuclear weapons. ”
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How to Stop the DDoS Threat?

© 3

Size and Versatility
. Technology :
Experience and Expertise
Huge network - Able to stop attacks at . Attacks are changing
devoted to absorbing EVERY layer, and continuously - the
the attacks, alongside also continuously solution must be
staff with real-world updated and tested equally adaptable
experience in for the next
stopping large DDoS generation of attacks
attacks
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DDoS Protection Options

= Business As Usual (“We're Protected”)
= Augment In-house Approach

= Carrier / ISP / Hosting DDoS Service

= Prolexic Managed DDoS Solution
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Business As Usual

Companies feel they are protected
Companies are unaware of magnitude of problem

Existing in-house or contracted services might stop
some types and sizes of attacks but not all

If in-house, most companies might have a Cisco
Riverguard or maybe an Arbor device

};-’ =
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DDoS Mitigation Boxes - Ineffective by themselves

® A mitigation box inappropriately applies
a static solution to a dynamic and [ﬁ] 7
accelerating problem. Inherently, these
static hardware solutions are outdated almost before they are installed.

» Because attackers tend to target multiple network layers by employing a
variety of attack methods, no box can effectively protect every layer in a
network in a consistent and reliable fashion.

= A DDoS Mitigation Box can be taken out by Brute Force

= Manufacturers may take several months to address new types of attacks
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Cisco Guard - Limitations
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High-rate malformed headers

Long-lived session reset and early timeout

TCP connections generates inbound ICMP flood

Malicious HTTP site “spidering”
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TCP RST floods

Spoofed source attacks allow attack to target other
destinations

‘Strong Mode’ TCP proxy removes source |IP
addresses

Network was taken offline with attack sourced as
<Service Provider> network interfaces

ICMP fragment attacks

SIP protocol attacks

TCP attacks
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SNMP query problems

ACKs caused by SYN flood mitigation

Malicious login attempts

DNS request reply attack
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Augment In-House

Need:

= $US500K - $1Million investment for real best practices
" To add multiple, best-of-breed hardware devices

= To develop in-house custom filtering software to fill gaps in
available hardware devices

® To hire / train DDoS staff
Need 2-3 DDoS experts 24 x 7
See too few attacks to maintain expertise

®  To acquire min. 10Gbps DDoS dedicated bandwidth over multiple
carriers and data centers

}-’ =
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Carrier / ISP / Hosting Service

= Not core business
= Few customers
= Usually rely on Arbor (detection) & Cisco (mitigation)

= Cisco can only stop certain attacks
m Static solution to dynamic problem

= Larger attacks will overwhelm boxes
= Little DDoS mitigation expertise
= Don’t see enough attacks

= Will null route customers with attacks over 2-3 Gbps

= SLA without penalties

§ PROLEXIC
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Carrier / ISP / Hosting Service

“We received a DDoS attack that took us completely offline. We
used a major carrier's DDoS service, but due to the intense and
sustained nature of the attacks, that failed after a couple of
hours as the carrier was unable to handle the large attack. We
signed up to Prolexic's service, and they showed a huge amount
of tenacity in fending off the ever changing attack.

At one point the attacker, in an attempt to destroy our business,
successfully took both our hosting facilities offline. Prolexic didn't
waver, and working with us well into the night, surpassed the
iIngenuity of the attacker with their own creativity and
determination. Stormpay is still here and stronger than ever, and
for that | give a big thanks to Prolexic's staff.”

Jim Grago, CTO, Stormpay.com
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Why Prolexic?

Founded specifically to stop the largest DDoS attacks

Experience

®m  Customer base has been attacked by professional, organized crime
syndicates. Beaten more professionally organized DDoS attacks
than any other company

®  Government authorities, such as the FBI and the U.K.’s National
Serious Crime Unit, routinely rely on Prolexic as a trusted partner

Recognized thought leader in DDOS
=  Gartner “Cool Vendor” 2005
" Red Herring Top 100 Private Companies

}-’ =
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Intro to Prolexic — Size and Experience €y

= The largest DDoS mitigation service globally

® More experience than any other solution on the market in fighting
severe DDoS attacks

= The largest dedicated DDoS protection network globally
m 25Gbps dedicated to fighting DDoS attacks

m Competitive ISPs protection maxes out in the single digits

= DDoS Mitigation is our SOLE mission
m 24/7 NOC trained in the latest DDoS mitigation techniques

20
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Intro to Prolexic — Technology (2)

= More layers of defense than any competitor

®  Scrubbing center encompasses 6 racks worth of equipment vs.
DDoS mitigation hardware are 2-4U devices

= Multiple datacenters for global attack mitigation

= Hybrid COTS and custom mitigation systems

= Not trying to recreate the wheel - best of breed 3" party devices
are used

® In-house developed mitigation algorithms to plug the holes within
COTS systems

= Proven successful against the worst of the worst

> PROLEXIC
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Intro to Prolexic — Versatility and Expertise 3)

= As a service, our technicians are able to respond to new attacks
instantly, 24/7

= No waiting for the one educated person to come into work the next morning

= No waiting days/weeks for the manufacturer to develop a patch

= We have seen every attack-type out there, and are testing for
attacks not yet present

®=  Each of our NOC staff have experience with hundreds of attacks

®m  As an organization, Prolexic sees new attack-types every week

22
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Prolexic Customer Testimonials

"The problem of web attacks is increasing and we ar e committed to providing our
customers with the highest level of protection poss ible. We chose to work with Prolexic to
offer this, because they have the strongest expertise in the field of D  DoS and the most
dynamic solution to handle the range of attacks we have been seeing in past months ."

Warren K. Liu, CTO, IP-Converge

“As we back the availability of our IP and hosting services with 100% service level
agreements, we cannot allow external threats to aff  ect their performance and therefore treat
DDoS mitigation very seriously. After thorough resea rch, Prolexic was the clear choice of
provider because of its extremely robust defences and ability to keep pace with the
changing nature of DDoS attacks .”

Andrew Jarrett, Sales Director, Foreshore

"As the leading global marketplace for buying and s elling domain names and websites, it is
crucial for our suppliers' services to be incredibl y reliable, as well as scale alongside the
exponential growth we are experiencing. We used asm  aller DDoS mitigation service
provider prior to finding Prolexic, however we foun d that our supplier had problems
Keeping up with our growth. Upon signing up with Pro lexic, we have been attacked several
times, and Prolexic has been 100% successful against all attac ~ ks. The reliability and
stability of the Prolexic service has been exceptio nally good , and Prolexic's global
operations are not only able to handle our current load of hundreds of thousands of
domains, but also provide us plenty of room for gro wth in the future.”

Ulrich Priesner, CTO, Sedo.com
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Prolexic Customer Testimonials

"We were having major issues with DDoS attacks to ou r network, resulting in all of our
users being without service. The only suggestion f rom our carriers was to purchase an
order of magnitude more bandwidth, as well as DDoS m itigation hardware - from our
research this would not only cost us a fortune, but would not defend against certain types
of attack. We chose Prolexic: Prolexic engineers worked closel  y with our technical staff to
test and setup the service, which saved us huge hea  daches of implementing a DDoS
mitigation service ourselves . The ease of deployment, the fact that Prolexic has stopped
every type of DDoS attack we've experienced since st  arting their service , and the money
Prolexic has has saved us vs. trying to do something ourselves ; three huge benefits that
allow us to recommend Prolexic to any ISP evaluatin g a DDoS mitigation service _."

Bujar Musa, President, Ipko Net

"We've seen attacks escalate sharply the last few mo  nths over what they were in previous
years. To mitigate the threat, we've deployed names  ervers to Prolexic's Clean Pipe Circuit
service. The nameservers protected by Prolexic have come through several DDoS attacks
completely unscathed and with no impact to our serv ice."

Mark Jeftovic, CEO, EasyDNS

“Prolexic's technology provides a dynamic protection system using a combination of
hardware and custom-written software. This enables us to respond to a change in attack
patterns more rapidly than any other solution avail able. Most importantly, for our

customers, the service is also backed by an SLA which could not be matched by other
providers .”

Managing Director, TeleCity UK
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Prolexic Customer Testimonials

"We were attacked by a 'next generation' type DDoS a  ttack and went down immediately.
Our hosting provider had the latest DDoS hardware wi  th the most recent updates, but could
not get our site back even after 3 days of the hard  ware provider's constant attempts . We
could no longer afford to be unavailable to our cus tomers, so we gave Prolexic a call. Their
team managed to get us back up and running within h ours. We greatly appreciate the
expertise of Prolexic and the professionalism of th eir staff."

Andrew Slack, Technical Director, Total Web Works

“As a leader in retail Forex trading, it is crucial for our operations to be available 24/7. We
were hit with a DDoS attack on a Sunday, just hours before the Asian markets opened. We
called up Prolexic, and the Prolexic team had our site back and protected withi n hours of
our initial call . Other DDoS mitigation solutions would have taken day s or weeks to
implement, resulting in massive damage to our busin ess. Prolexic's ability to respond
immediately to our problem saved our company from significant revenue loss

Brandon Palmer, IT Director, FXCM

"We signed on to Prolexic's Clean Pipe service as we had received numerous extortion
emails, and knew that Prolexic had successfully protected o thers in our industry. A multiple
hundred Mbps attack did come in at 2am one night, h  owever our network felt no impact and
overseas trading was not affected -  Prolexic absorbed the entire attack ."

Muhammad Rasoul, Chief Operating Officer, Global Fo  rex Trading
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Prolexic Customer Testimonials

“The issue of DDo0S has been well documented and we w  ere no exception to the
rule — like many organisations we received threats of being attacked . Our ISP
was unable to provide us with the level of protecti on our business required
which led us to Prolexic, who were able to install a robust solution in a matter

of hours. Since then, Prolexic technology has successfully repelled a num ber
of attacks, so that our business can continue as no rmal .”

Hugo Smith, IT Director, Sporting Index Limited

“Our sites are critical to our business. When we we  re hit by a severe DDoS
attack, Prolexic got our sites back up instantly and kept them running even
while the attack was going on.”

4ATemplates.com

“Tomaar is at a crucial stage as the messages of equ  ality, peace and human
rights are slowly getting through and making a diff erence. Tomaar represents
the acceptance of different types of thought and ex istence and advocates living
together in peace, equality and democracy. It stan  ds for the voice of the people
and we feel we have a duty to Saudis to keep it run  ning. Prolexic’s defences
are enabling us to do this for which we are extreme ly grateful .”

Co-founder, Tomaar
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Prolexic’s DDo0S Assessment

= The Prolexic team has the most extensive knowledge base of DDoS
attack information in the world.

= Using our experience the Prolexic team has developed DDoS testing
methodology that can be used to safely ascertain the exposure of
Internet based businesses to DDoS attacks.

= Prolexic’s diverse customer base ensures that all types of attacks are
seen and simulated in testing

= Networks and infrastructure can be rated for specific types and sizes
of attacks, providing a precise assessment of vulnerability

= Competitive Benchmarking - assessment results can be compared
against other Enterprises (in aggregate)
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When Security Goes Right

‘ BEAMHOEPHTAHMA

"I thought you might like to know that the three defendants (including
MAKSAKOV) who were at the heart of the extortion against the gaming
community were yesterday found guilty and sentenced to 8 years in Prison in the
Russian Federation. England and the Queen Thanks You.” --

Bob Lewis, Serious Organised Crime Agency }
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DDoS: How it Happens
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Filtering Layers
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Prolexic Filtering Technology

Multi-Gigabit Bandwidth Aggregation, Bogon Filtering

Prolexic's infrastructure consists of 3 data centers with connectivity to over 12 Tier-1
providers, providing over 20 Gigs of traffic.

At Prolexic’s border, filtering blocks traffic to restricted ports and limits traffic to
allowed protocols. Prolexic also has an extensive list of known infected hosts which
is blocked at Prolexic's border.

Packet Flood Mitigation/ Protocol Verification

ASIC based hardware filter packets by verifying Layers 3 and 4 protocols are
correctly utilized.

Stateful Packet Inspection, Qut-of-State Filtering

This layer verifies state by verifying the completion of the three way handshake.
SY¥N Floods or other such attempts to utilize system resources are blocked at this
layer,

Application Layer Filtering, Get and Resource Flood Filtering
Many attackers have deployed methods to overwhelm system resources by
establishing valid connections. Prolexic works at the application layer to
prevent this type of attack. Source IP based rate limiting information is
collected and transferred to Prolexic’s border for filtering. This layer has the
ability to enact any customized security policy required by the customer.

String Matching, Algorithmic Filtering

Prolexic's proprietary system monitors traffic for unusual behavior. Anomalies are
‘red flagged” by the system, where research can be done by Prolexic engineers
to determine whether this activity should be blocked on the network. Once
malicious activity has been determined, it is labeled in the system and blocked at
the border.

2005 Pralexic Technabagies. Ml Nghts (asenved.
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Prolexic Clean Pipe Services lllustrated

Legitimate

Traffic directed
via DNS (VIP)

PROLEXIC INFRASTRUCTURE
Zombie Network

Generating DDoS Traffic

CUSTOMER NETWORK

= DDosS traffic (red) can be filtered from clean traffic (blue) via Prolexic’s network of
data centers and directed back to the customer infrastructure

= Only minor changes, if any, to customer infrastructure are required - connections
can be made directly, via DNS change (proxied to customer) or VPN

3 PROLEXIC
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Gracias!
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